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B.E.

Seventh Semester Examination, 20101 1
System & Network Administration (IT-403-E)

Note : Attempt any five questions, All questions carry equal marks.

Q. 1. (a) What do you mean by system and Network administration ? Discuss the system
components and their management.

Ans. System Administrator : A system administralor or sysadmin is a person employed to
maintain and operate a computer system and/or Network. Sysiem administrator may be members of an
IT or EC.

Sysadmins are usually charged with installing, supperting and maintaining servers or other
computer systems, and planning for and responding to service outages and other problems.

Network Administrator : A network administralor is a person responsible for the mainienance of
computer hardware and software that comprises a computer network, This normally includes deploving,
configuring, maintaining and monitoring active network cguipment,

Network administrator tasks such as network address assignment, assignment of routing protocols
and routing tables conliguration as well as configoration of authentication and authorization-directory
service. Network administrator can do drvers and settings of personal computers as well as printers,

Q. 1. (b) What do yvou understand by File system ? Differentiate between UFS, NFS and
NTFS5. Which one is better and why ?

Ans. File System : A file system 15 a method of storing and organizing arbitrary collections of daty
in 4 form that is huoman readable. A file system organizes dala o an easy to manipulate database of
human readable names for the data usually with & human readable, hierarchical organization of data, lor
the shortage, organizution manipulation and retrieval by computer’s OS5, Each discrete collection of data
in 4 file system is referred to as o compuler file.

NFS, UFS & NTFS ;

NFS :  Network File System
UFS : Unix File System
NTFS @ Window NT File System

NFS are common place. They are typically integrated with the overall directory structure and
interface of client system. NFS is a gond exarhple of a widely used, well implemented clicnt-server
network file system,

File system may contain information about how to boot an operating system stored there, the total
number of blocks, the number and location of free blocks, directory structure, and individual files.

A boot contral block (per volume) can contain information needed by the system to boot an O8
rom that volume. If disk does not contain 08, block is empty.

In UFS, it is called boot block (first blocx of a volume), NTFS it is portion boot sector,

Q. 2. (a) What are the various steps in booting the window OS 7 Explain.

Ans. Booting Process : In computing, boot 2 is 4 bootstrapping process that starts operating
systems when the user turns on 4 compiter system. A hool sequence is the initial set of operations that



Downloaded from http://studentsuvidha.in and http://studentsuvidha.in/forum

the computer performs when it is switched on, The boot loader typically loads the minn operating system
for computer. Upon starting, a personal computer’s X86 CPU runs the Instruction.

Rasically booting process is bootstrapping process (to pull oneself up by bootsirups) thats starts
operating system whenever the user turns on or switch on the computer system.

Steps of the booting process in single O8

(i) The hoot process starts by executing code i the furst sector of the disk, MBR.

(i) The MER looks over the partition table to find actuve partition,

(iii) Control is passed Lo that partiion’s bout record (PBR) 10 continue booting,

{iv) The PBR locates the system specific boot Hiles (Win Y8's jo.svs or Win X P's ntoskenb).

{v) Then these boot files continue the process of Joading and imtializing the rest of OS.

Q. 2. (b) Write short note on process management and monitoring,

Ans. Process Managefment : Process management 18 an integral part of any modern day operating
system. The OS5 must allocate resources o processes, enable processes (o share and exchange
information, protect the resources of cuch process from other processes and enable synchronization
among processes, To meet these requirements, the O must maintain a data structure for each process,
which describes the state and resource ownership of tha process, and which coables the 08 io exent
Conrol over each process,

A program in execution, as mentioncd is a process, The following duties done by OS connection
wilh process manggement

(i) Creating and deleting both user and system processes

(i1} Suspending and resuming processes

(i) Providing mechanisms for process synchronization

(i) Providing mechanisms for process communication

{v) Providing mechamisims for deadlock handiing.

Monitors @ Scmaphores provides a conventent and  effective  mechanismy for process
synclronization, using them incorrectly can result n turning errers that are difficult to detect, since these
vrrors huppens only if some particular execulion sequences take place and these sequences do not always
ocour

). 3. What are integrating Multiple operating svstem 7 How user’s 1D are created in these
system 7 Alse discuss the authentication, process in detail.

Ans. The windows preinstallation environment aperating system is different from ather windows
systerms in that it is used to help distribute workstations end servers through larger business groups. It is
ilso considered 1o be an alternative o MS-DOS operating system. In fact the Win PU perating system
cun work o be an smallur version of more recent windows programs, including windows vista,

When Win PE operating system was created it was used o help with the deployment of another O3
thal is window based. Today however, the Win PE operating svstem is being used to help send servers
around multiple computers in a larger business. This makes the Win PE operating system, ideal for a
larger busincss thut requires several similur compuler working together.

The win PE operating system is used 1o help replace the MS-DOS prompt in terms of activating
and accessing programs. This is generally used by technicians to help with repairing computers and
checking on the general health of computer. It can also be vsed for accessing uther ulilities that are
commun on a computer with greater ense that whal is normlly used or MS-DOS,
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One of hest henelits of Win PE operating system is that it can be used as o recovery CI {for an
admimstrative system in a Network. This will help td give the user hetter access to the OFS in case of 4

mitjor erash or damage ona computer,

O inception. wpd will perform some aceess control checks and execute the desired service
prugrum.

tepd offers following features :

in) Complete Access contril

(i) Checks against host name/address spooting

(1if) REC 931 lookup for remote user who owns the connpection,

{iv) Support For services that use XTI as well as sockels

iv] Sellng traps

1vi) Banner messiages,

With TCP wrappers, you can :

{iy Muonitor incoming requests for Internet Services

(i1} Control access to services spawned by inetd,

111) Enforee aceess control in stand alone deamon progeams,

(iv) Predict how TCP wrapper would handle o specilic request for a service,

0. 4. (a) What is mean by subnetting and supernetting 7 Discuss the different class of
IP-address in detail.

Ans, Subnetting : Subnetting allows vou 1 create multiple logical networks that exisis within a
single Cluss AL B or O, 1 you do not subnet, you are only able o use one netwaork from your ciass A, B or
C Neiwork which s wnrealistic. Each daa link on g Network most have a unique.

Metwork 1D, with every node on that link being a member of same network, if you break o major
petwork into smatler sub networks, itallows you to creale a network of interconnecting subnetworks,

Example : 204,17 — 5.0 —  IODTEO0 C O0OTOM0T | OOGO0EDT . OO
255,355.255.254 = R I O B 0, 0]
b

Supernetting : A supernct 15 an Internet Protoeo] netwaork that is formed from the combination of
two ar maore networks (or subnets) with a common Classless Inter Domain Routing (CIDR) routing
prefis. The new routing prefix for the combined network aggregates the prefixes of the Constituent
Mepworks. The process of forming a supernet 15 called supernetiing, roule apprepation or route
summarization.

I} Address Classes :

hetwork Hami Ry

1

Class A L ‘ 1126

e Hb— e A L — 3
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(). 4. (b) For a given IP address 222,16, 21.10 and mask 255.255.255.240 answer the
following :
(i) What is broadcast 1P address 7
(ii) What is Subnet [P address ?
(iii) What is valid range for host IP address ?
Ans. TP address 222.16.21.10
mask =  255.255.255.240
(i) Broadcast IP Address :
222.255.255.255
(ii) Subnet 1P Address : First subnet 1D
222.16.2 10001 D000
L]
4 bit for subnet
mask 255.255.255.240
255.255.255.11 HI Q000

| ool

Niw Lost parl

(iii) Valid Range for Host
Ist subnet 222.16.21.0007 D000
L
2216210001 1111
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2nd subnet 222.16.21.0010 0000
L
222.16.21.00101 111

S0 on.

Q). 5. (a) Discuss various scheduling objectives and their meaning. Show that different
objectives can at a time be contradictory.

Ans, CPU scheduling is the basis of multiprogrammed operating systems. By switching the CPU
among processes the operating system can make the computer more productive,

In a single processor syslem only one process can run al a time, any others must wait until the CPU
is free and can be rescheduled. The objective of multiprogramming is to have some process running at all
times, to maximize CPU utilization. A process is executed unul it must wait, typically for the completion
of some I/O request. In simple computer system, the CPU then just sets idle. All this wailing time is
wasted, no useful work is accomplished, with multiprogramming, we try to use this time productively.
Several processes are kepl in memory at a one time, when one process has to wait, the (/S takes the CPU
away {rom that process and give the CPU to another process. This pattern continues. Every time one
process has to wait, another process can takes over use of CPU.

Q. 5. (b) What do you mean by process and process scheduling ? Discuss two process
scheduling algorithms ?

Ans, A program in execution is called, a process.

Process Scheduling : Process scheduling is a lunction of operating system. In the
multiprogrammed environment many processes are there, CPU schedules, schedules all the process
according to scheduling algorithm for improving the performance of CPU.

Scheduling Algorithm : There are many Scheduling algorithm but we discuss only two
followings :

(i) FCF3

{ii) SIF

FCFS Algorithm (First Come First Serve Algorithm) : In this scheme, the process that requests
the CPU first is allocated CPU first.

Example :  Process Burst Time
P 24
P 3
Py 3
P'J P: I*y
0 24 27 3
Gantt Chart

Shortest Job First (SJF) Algo. : In this scheme CPU allocated to that process whose burst time is
less among of given process and further so on,

/
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Exaniple : ahivve example
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(). 6. Discuss all the trouble shooting cormmands in detail with the help of examples.

Ans. Troubleshooting @ Troubleshooting computer netwerk is among the most important joh
deseriptions of the network administrawrs, system admimistrator network technicians and 1T
consullants. A computer network can have different kinds of problems such as it can be infected with
virus and spyware, attacked by hackers, accessed by vmauthorized vsers and may face connectivity
Curlure sssues due to the faulty network deviees or configurstions. The right use of these woubleshonts
commands can helps a ot in diagnosing and resolving the issues with your computer network.

Ping : Ping 15 the most common & important troubleshooting command and it checks the
conneetivity with other computers,

TPCONFIG : IPCONFIG i< another important command in windows, 1t shows the 1P address of
the computer and also 1t shows the DNS, DHCP Gateway addresses ol Network and Subnet mask.

NET STAT : NETSTAT helps to troubieshoot the NETBIOS name resolutions problems.

ARP @ ARP displays and modifies [P 1o physwal address transtation table that is used by ARP
nrotocals,

Route : Route command allows you 1o make manual entrics in routing table,

FINGER : Finger commund s used 1o retrieve the inlormation abowt o user on a network,

Q. 7. Why security is important in computers 7 How does TCP wrappers provides access
control 7 Write the limitations of TCP wrapper.

Ans, Security is Important : Sccurity is important in the compiter. Security concern related with
dig communication using internet. Hackers and cruckers want o0 Hack data and modified the
informaiion. Basie principle of Information Security s CLA,

C — Confidentiality

I — Ineerny

A = Availability

TCP wrappers product suite prisvides an enhunced security mechanism for services spawned hy
the Internet Services daemon, inetd. TCP wrappers is available on HP—U X 11 e, plaleform as a weh
uperade. Please visit www.docs, hpoeom for related product documentation

Whenever a connection is estiblished with inetd for a service, inetd runs tepd, the wrapper
program instead of running the service program directly. NAT function was developed to address the
limited number of [Pv4 routable addresses that could be used or assigned to companies or individuals as
well as reduce both amount and therefore cost of obtaining enough public addresses tor every computer
in an oreanization.
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(). 8. What is firewall ? Explain the different types of firewall in brief. What information
might a stateful inspection firewall want to examine from multiple packets ?

Ans. Firewall : A Firewall 15 a device or set ol devices designed 10 permit or deny netwoerk
transmissions based upon i set of rules and s frequantly dsed o protect networks from upauthorized
aceess while permitting legitimale communications fo pass,

Different Types of Firewall : There are several classilications of firewalls depending on where
the communication is interceptod and state thal 1s being Laced.

(i) Network Layer & Packet Filters : Network bayer firewalls: atso called packel lilters, operate
af o relatively low level of the TCRAP protocal siack, not allwing packets 1o pass through the firewal)
unless they malch the established role set

Network laver firewsills penerally fall into two sub categories—-statetul and stateless.

(i} Application Layer Firewall @ Applicauon lirewall work on the application fevel of the
TCPAP stack. (e, al! hroweser raffic. o ali telnetor fip eatlic ) and may intercept all packets traveling o
or formy an apalication. Application firewslls can preveni all unwanted owsidye traffic from reaching
pvtected machines

(iii) Proxies : A Proxy deviee may acta lirewall by responding w input packets inthe manmer of an
applicatton, while blocking other pucheis.

{iv) NAT : NAT stands for Network Address Transhution. Firewalls often have NAT lunctionally
and hosts protected behind a frrewad] commoniy have addresses in the privale address range.



