B.TECH.

THIRD SEMESTER EXAMINATION 2009-10

IT INFRASTRUCTURE & ITS MANAGEMENT'

: Tlme 3 Hours

Note: Attempt all questions:
Note: {\ﬂenapl any four parts-of the following:
- ' (5x4=20)
Q.1. (@) What is informatioa technology?
What are its components?

Auns. Information technology (IT), as
defined by the Information Technology
Association of America (ITAA), is

“the study, design, development,
implementation, support or management of
oomputcr'based information systems,
particularly soﬁware appllcatlons and computer
hardware.” -

IT deals with the use of electromc computers
and computer software to convert,.store,
protect, process, transmn and securely retrieve
information. .

The term information technology has
ballooned to encompass. many aspects of
computing and technology, and the term has
‘become very recognizable. The information
technology untbrella can be quite large, covering
many fields, IT professionals perform a variety
of duties that range from installing applications
to designing complex computer networks and
" information databases. A few of the duties
that IT professionals perform may include data
management, networking, engineering computer
hardware, database and software design, as
well as the management and administration of
‘entire ‘systems. .

When computer and communications
technologies are combined, the resuit is
information tcchnology. or ‘infotech’.

Information technolo
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describes any technology that helps to produce,
manipulate, store, communicate, and/or
disseminate information. Presumbaly, when
speaking of Information Technology (IT) as a
whole, it is noted that the use of computers
and information are associated. :

Components of Information Technology:
Technological change is becoming a driving
force ‘in our society. Information technology
is_a generic term.used for a group of
technologies. James William (1982) has identified

.the following six major new technologies as

most relevant in modern library and information .
system. »
. Processor memory and mput/output
channels. *
* Micro, Mini and Large scale
computers, .
e Mass storage technologies,

e Data communication, networking and
distributed processing,

¢ Data entry, display respond, and
e Software )

These technologlcs can also be grouped
into three major areas: ‘

e Computer Technology,

e Communication Technology and

* Radiographic, Micrographic and
Printing Technologies v

(L) Distinguish’ between the folloWing:
(i) Static RAM and Dynamic RAM
(i) Magnetic tape and Magnetic disk.

Wrélttérg % ttuff From StudentSuvidha.com


http://studentsuvidha.com/
http://studentsuvidha.com/

Ans. (i) Static RAM and Dynamic RAM: A
computer probably uses both static RAM and
dynamic RAM at the same time, but it uses
them for different reasons because of the cost

difference between the two types. Dynamic

RAM is the most common type of memory. in
use today. Inside a dynamic RAM chip, each
memory cell holds one bit of information and
is made up of two parts: a transistor and a
capacitor. These are, of course, extremely small
transistors and capacitors so that millions of
them can fit on a single memory chip. The
capacitor holds the bit of information -- a 0 or
a | (see How Bits and Bytes Work for
Informatioin on bits). The transitor acts as a
switch that lets- the control circuitry on the
memory chip read the capacitor or change its
state. A capacitor is like a small bucket that is

able to store electrons. To store a | in the

memory cell, the bucket is filled with electrons,
To store a 0, it is emptied. The problem with
the capacitor’s bucket is that it has a leak. In
a matter. of a few milliseconds a full bucket
becomes empty. Therefore, for dynamic memory
to work, either the CPU or the memory controlier
has to come along and rechargs all of the
capacitors holding a 1 before they discharge.
To do this, the memory controller reads the

- memory and then writes it right back. This

refresh operation happens automatically
thousands of times per second.

This refresly operation is where dynamic .

RAM gets its name. Dynamic RAM has to be

dynamically refreshed all of the time or it forgets

what it is holding. The downside of all of this
refreshing is that it tikes time and slows down
the memory. Static RAM uses a completely
ditTerent technology. In static RAM, a form of
flip-flop holds each bit of memory. A flip-flop'
for a memory cell takes 4 or 6 transistors along
with some writing, but never has to be refreshed.
This makes static RAM significantly. faster
than dynamic RAM. However, bécause it has

‘more parts, a static memory cell takes a lot

more space on a chiip than a dynamic memory

cell. Therefore you get less memory pér chip,
and that makes static RAM a lot more
expensive. So static RAM is fast and expensive,

~ and dynamic RAM is less expensive and slower.

Therefore static RAM is used to create the
CPU’s speed-sensitive .cache, while dynamic
RAM - forms the larger system RAM space.
(if) Magnetic tape has been used for data
storage for over 50 years. [n this time, many
advances in tape formulation, packaging, and
data density have been made. Modern magnetic
tape is most commonly packaged in cartridges
and cassettes. The device that performs actual
writing or reading of data is a tape drive.
Autoloaders and tape libraries are frequently
used to automate cartridge handling.
When storing large amounts of data, tape
can be substantially less expensive than disk
or other data storage options. Tape storage

.has always been used with large computer

systems. Modern usage is primarily as a high
capacity medium for backups and archives.
As of 2008, the highest capacity tape cartridges
(Sun StorageTek T10000B, IBM TS1130) can
store 1 TB of data without using compression
whereas Magnetic Disk storage or disc storage
is a general category of starge mechanisms, in

~ which_data are digitally recorded by various

electronic, magnetic, optical, or mechanical

. methods on a surface layer deposited of one

or-more planar, round and rotating platters. A
disk drive is a device implementing such a
storage mechanism with fixed or removable

" medin; with removable media the device is -.

usually distinguished from the media as in CD
drive and CD disc. Notable types are the hard
disk drive (which is today almost always use
fixed media), the floppy disk drive and fts
floppy disk, and various optical disc drives
and associated media. Disk drives are block
storage devices. Each disk is divided into logical
blocks (collection of sectors). Blocks are
uddressed using their logical block addresses
(LBA). Read from or writing to disk happens
at the granularity of blocks. He drive stores
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data onto cylinders, heads and sectors. The
sectors unit is the smallest.size of data to be
stored in a kard Disk Drive and each file will
have many sectors units assigned to it. The
smallest entity in a CD is calléd a frame, which
consists of 33 bytes and contains six complete
16-bit stereo samples (two bytes x two channels
x six samples = 24 bytes). The other nine
bytes consist of eight CIRC error-correction
bytes and one subcode byte used for control
-and display.

(c) What is software piracy and how it

can be avoided? ‘

Ans. Software piracy: Software piracy is
the unauthorized duplication of computer
software. Although most computer users today
are aware that unauthorized use and duplication
of software is illegal, many show a general
disregard for the importance of treating software
as valuable intellectual property.

Types of Soliware Piracy: i

« Softlifting: Purchasing a single ficensed
copy of software and loading it onto several
-computers contrary to the license terms. For
example, sharing software with friends, co-
workers-and others.

e Uploading and downloading: Making
unauthorized copies of capyrighted software
available to end users connected by modem
to online service providers and/or the Internet.

o Software counterfeiting: 1llegally
duplicating and selling copyrighted software
in a form designed to make it appear legitimate.

e OEM unbundling: Selling standalone -

software that was intended to be bundled with
specific accmpanying hardware.

e Hard disk loading: Installing
unauthorized copics of software onto-the hard
disks of personal computers, often as an
incentive for the end user to buy the hardware

" from that particular hardware dealer. -
e Renting: Unauthorized selling of

‘software for temporary use, like you have a
video.

Avoidance of Software piracy:

e Avoid Internet distribution: Be cautious
when ordering software over the Internet. Many
resellers with Internet storefronts or those who
sell from auction sites knowingly distribute
copies of software illegally. Estimates reveal
that as much as 90% of software sold over
Internet auction sites is either bootlegged or
gray market. Some Web sites promise prospects
free software downloads. These sites are
distributing software illegally. There is also no

- guarantee that_the software is secure or will

work ‘properly when installed. Thus, it is
recommended that you purchase from an
Authorized Reseller.

2. Distribution of inauthentic
Software: Many resellers with Internet store
software who sell from auction sites knowingly
distribute. copies. of software illegally sold.

3. Report it: The best way-to prevent
software piracy is to report it. To ensure fast
communication regardingly suspected software
piracy use our feedback form,

4. Educate others: Those who believe
they’re saving money by pirating software
couldn’t be'more mistaken. Legal and financial
penalities, higher administrative costs, and
lowered productivity make piracy very
expensive. "

(d) Write a short _note on IT
infrastructure library. '

Ans, The IT Infrastructure Library is a set .
of books with good practice processes on
how to manage IT service delivery. The library
consists of many books and CD-ROMs.

The core set of material is the following
set of seven tightly coupled areas:

e Scrvice Delivery

e Service Support

e Security Management

e The Business Perspective
Applications Management

ICT Infrastructure Management
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e Planning ‘to implement Service

Management.

The Service Support, Service Delivery and
Security Management manuals are regarded
as the central- components of the framework.

These books cover the processes you will

nieed to delivery customer-focused IT scrvices

according to your customers’ needs, demands
and wishes.

They help the IT group to be flexible and
reliable enough to ensure consistent IT Service
Delivery. The other core books inthe library
- support these central components.

ITIL defines the organizational structure

and skill requirements of an information’

technology organization and a set of standard
operational management procedures and
practices to allow the organization to imanage
an IT operatioin and associated infrastructure.

» The ‘library’ itself continues to evolve,
with version three, known as ITIL v3, being
the current release.

o These comprises five distinct volumes:
1. ITIL Service Strategy;

2. ITIL Service Design; «

3. ITIL Service Transition;

4. ITIL Service Operation; and

S. ITIL Continual Service lmprovcmcnit. '
Benefits of ITLIL to the customer/uscr:

¢ The provision of IT services becomes
more customer-focused and agreements about
service quality improve the relationship.

o The scrvices are described better, in
customer language, and in more appropriate
detail.

.o The quality, aya\ilability, reliability and
cost of the services are managed better.
Communication of the IT organization is

improved by agreeing on the points of contact.

Benefits of ITIL to the IT organization:
« The IT organization develops a clearer

structure, becomes more efficient, and more

focused on the corporate ob_pectlv

e The IT organization is more in control of
the infrastructure- and services it has
responsibility for, and changes become easier
to manage.

o An effective process structure prov:des
a framework for the effective outsourcing of
elements of the IT services. ,

* Following the ITIL best practices
encourages a cultural change towards providing
service, and supports the introduction of quality
management systems based on the 1SO 9000
serics or on BS15000.

» ITIL provides a coherent frame of

reference for internal communication and

communication with suppliers, and for the

standardization and identification of procedures.

{c) Describe the process of gathenng
user requirements.

Ans. Requirement gathering is a process
of collecting the user needs to solve a problem
or issucs and achieve an objective, It is
basically a software capability needed by the
user to solve a problem or achieve an objective.
This is really an important phase/milestone in
the project life cycle. If the requirement
gathering is not done properly/completely, all
the hierarchy phases given below. stay
incomplete, no matter how best the design,
until and unless requirements are complete.
So we should carefully plan and carry out the
requirements gathering with a systematic

approach. It is not quite accurate to say that -

requirements are in the minds of customers; it
would be more accurate to_say that they are
in the social system of customer organization.
They have to be invented, not captured or
elicited and that invention has to be a

cooperative venture involving the clients, the -

users and developers. The difficuluties are
mainly social, political. and cultural and not
technical.

Requirements Gathering Techniques:
Requirements -gathering techniques provide
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project team members with a choice of methods
for eliciting needs or requirements from
customers and for validating requirements with
customers. Certain techniques are appropriate
in gathering customer needs, while other
techmques are most helpful in defining high-
level and detailed requirements, or validating
detailed requirements with the customers. The
three recommended techniques ‘are:

1. Interview: An interview is a conversation
with customers to elicit or validate needs and
‘requirements. An interview may include one
or more customers, The interview may also
involve a question and answer session -used
" 1o discover other potential customers and any
discrepancies betwee needs; the high-level
requirements derived from those needs; and
the resulting detailed réquirements. Interviews
- facilitate obtaining approval from customers

on their needs, requirements, and any changes

to them._ The following parties arc involved in
an interview.

¢ Interview.Leader: The interview leader
may be respnsible for identifying the customers
or by working with the appropriate project
team member to get the list of customers. The
interview leader is responsible for preparing
questions ahead of the scheduled meeting and
distributing the questions io the customer or
customers. The leader is dlso responsible to
either record the notes or schedule a recorder
to attend the meeting to record information
discussed in the mecting-and any decisions
resulting from the meeting.

o Recorder: The recorder is responsible
for recording the informaton discussed in the
interview and any decisions resulting from
the meeting. In informal interviews the.leader
is also the recorder. '

.

e Customer: The customer is responsible .

for providing thier needs, expectations; priorities,
and constraints. They also validate the results
of thc interview.

Formal Interview Process Steps:

1. Identify customers to be interviewed.

2. Obtain a general undcrstandmg of the
customers business. .

3. Develop interview questions using open-
eneded questions.

4. Set meeting time and location for the
interview.

5. Provide a set of questions to mtervncwees
prior to the interview (if they will need to
prepare for the interview), .

6. Use one or more Recorders to accurately

preserve results of the. interview.

7. Provide results to mterv:ewees for
confirmation of content.

Informal Interview Process Steps: -

1. ldentify customers to be interviewed.

2./Obtain a general understanding of the
customers business.

3. Develop interview questions (for
interviewer’s use only) to 'make sure certain
questions are answered during the session.

4. Set up a casual meeting or telephone
conversation time for the interview.

5. Takes handwritten notes during the
interview; avoid using clectronic data capture.

6. Provide - results to interviewee for

- confirmation of content.

1. Joint Application Development (JAD)
Technique: The Joint Application Development
(JAD) technique is an. extended, facilated
workshop: It involves collaboration between
customers and systems analysts to identify
needs or requirements in a concentrated and
focused effort.

JAD Process Steps:

1. Define Session: Definethe purpose, scopc,

‘and objectives of the.JAD session, selectmg the

JAD teary, invite and obtain commitment to attend
sessions*trom the appropriate customers, and
schedule the session. It is important to obtain
management commitment to support the process
and identify the appropriate customers.

Download All Btech Stuff From StudentSuvidha.com


http://studentsuvidha.com/
http://studentsuvidha.com/

2. Rescarch Product: Become more familiar

with the product or service, gather preliminary

information, obtaining any models. _

3. Prepare: Prepare any visual aids,
developing a realistic agenda, training the
recorder, and preparing the meeting room.

4. Conduct Session: Follow agenda to
gather and document the project needs and
requirements. It is important to ensure all
participants are given equal treatment during
the process.

-8 Draft the Document: Prepare the formal
documents. The information captured in the
JAD session is further redefined through
analysis efforts, open questions or issues
discovered through the sessions are resolved,
and the final document is returncd to customers
for review and validation.

I11. Survey Mcthod: The Stxrvey Method

" is an electronic or-paper based method of

soliciting needs or requirements from customers.
The survey method is a list of questions,
directed at identifying customer needs or
requirements.

Survey Method Process Stcps:

1. Decide what you wantto know and how
you will analyze the data before you develop
questions.

2. Look for questions or ideas from other

 sources to inspire the writing of your method. .

3. Write questions to be-as specific as
possible. Use simple, straightforward language,
Avoid the use of j jargon or tenmnology specific
to a. few people.

. 4. Write short questions to ensure readcr
‘understanding including:

-— Limit the number of choices available to
a question to five or less (if applicable)

— Offer a “don’t know or “no opinion”
option, so people do not invent answers.

— Vary the format of the questions to
keep people interested.

5. When you have wntten the survey °

questions, it is important to test them to make
sure that the language is current, the questlons
are not biased, and the questions are relevant -
to the purpose of the survey. Deliver the set
of questions to the customer for thier response.
Provide a date by which the answers are to be
returned.

o What do you understand by IT service
management? How does it impact the
business IT relationship?

Ans. IT Service Management is primarily
known as the process and. service-focussed
approach of what was initially known as IT
Management. The objective of IT Service
Management processes is to contribute to the
quality of the IT services. Quality management
and process control form part of the organization
and. its ‘policies. With a ‘process-focussed
approach we also have to consider the situation
within an orgamzatton (pohcles. culture, size,

etc.).

. ITIL, the best known approach to IT Service -
Management, does not prescribe the type of
organization, but instead describes the
relationships between the activities in processes,
which are relevant to any organization. This
provides a framework for exchanging
experiences between organizations. This

“approach also provides a framework for learning

from the experience of dynamic organizations.

Impact on Business IT relationship:
Organizations are becoming increasingly
dependent on IT to fulfill their .corporate
objectives. This increasing dependcnce has

resulted in a growing need for IT scrvices of

a quality corresponding to the objectives of

. the business, and which meet the requirements

and ‘expectations of the customer. Over the
years,  the emphasis has shifted from the

. development of IT applications to the

management of IT services. An IT application-
(sometimes referred to as an information system)
only. contributes to realizing corporate objecties
if the system is available to users and, in the
event of fault or necessary modifications, it is
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supported by mamtenance and operauonal
management. In the overall life cycle of IT
~ products, the operations phase amounts to
about 70 to 80% of the overall time and cost,
the rest is spent on product development (or
mummug Thus, effective and efficient IT
Service Management processes are essential
to the success of IT. Thus, effective and

efficient IT Service management processes are

essential to the success of IT. This applies to

© any type of organization, large or small, public

or private, with centralized or decentralized IT

" services, with internal or outsourced IT services.

In all cases, the service has to be reliable,

consistent, of a hlgh quality, ad of acceptable
vost. . i

IT- Service 'Manégement addresses the

provision. and support of IT services tailored

to the needs of the organization. ITIL was

- developed to disseminate proven JT Service

Management best.practices systematically and

cohensively. The approach.is based on service

- quality and developing effective and efficient

processes.
Q.2. Attempt any TWO parts of the l'ollowmg'
(2x10=20)
@ What is the importance of the
folloiwng items to availability
(i) Resilicnce
(ii) Serviceability
Ans. (i) Resilicuce: Adequate reliability
means that the service is available for an agreed
period without interruptions. This concept also
. includes resilience. The reliability of a service
increases if downtime can be prevented.
Reliability is calculated using statistics. The
relidbility of a service is determined by a
combination of the following factors:
e Rellabxhty of the components used to
provide the service, :
o Ability of a service or component to
operate cflectively despite failure of onc or
more subsystems (resilience).
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e Preventive maintenance to prevent
downtime,

(i) Serviceability: ‘Serviceability relates to
contractual obligations of external service
providers (contractors, third parties). The
contracts define the support to be provided

‘for the outsourced services. As this only

concerns a part of the IT seryice, the term
does-not refer to the overall availability of the
service. If a contractor is responsible for the

- service as a whole - for example when a Facilities

Management contract is concluded. - then
serviceability and availability are synonymous.
Effective Availability Management requires
a thorough understanding of both the business
and the IT environment. It is important to be
aware that aailability cannot simply be ‘bought’.

~ Availability has to be included in the design

and implementation from the initial design stage.
Finally, availability depends on the complexity -

. of the infrastructure, the reliability of the

components, the proféssnonahsm of the IT
organization and its contractors, and the quality.
of the process itself,

() How does OLA differ from the SLA?

Ans. Service Level Agreement (SLA): A
Service Level Agreemént is an agreement
between the IT orgamzatlon and the customer,
which details the service or services to be

‘provided. The SLA describes the services in

non-technical terms, in line with the‘perception
of the customer, and during the term of the
agreement it serves as the standard for measuring -

- and adjusting the IT services. SLA’s normally

have a hierarchical structure, for example,
general services such as network and Service
Desk services are defined for the organization
as a whole and approved by management.
More specific services, associated with the
business activities, are agreed at a lower level

. in the organization, for example; with the

business unit management, budgct holder or
customer representative.
The structure of a SLA depcnds on a number
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Physical aspects of the organization:
e Scale

¢ Complexity

e Geographical distribution

Cultural aspects:

e Language(s) of the document (for .

international organizations).
‘e Rel'ations;hip between the IT organization
and the customer,
o Charging policy.
e Uniformity of the business activities.
e Profit or non-profit organization.
Nature of the busincss activitics:
* General terms and conditions.
o Business hours - 5 x 8 houts or 7 x 24
hours. ' :
‘Whereas an Operational Level Agreement

(OLA) is an agreement with an internal 1T

- department detailing the provision of certain

elements of a service. For example, if the SLA

* contains targets for restoring a high prority

incident, then the OLAs should include targets

for each of the elements in the support the IT
organization providing the services.

(c) Discuss the benefits that can be

expected from IT service management.

Ans. Advantages of IT Service Management:
IT Service Management (ITSM) is a discipline
for managing.information technology (1T)
systems;  philosophically - centered on the
“customer’s perspective of 1T’s contribution to
* the business, ITSM stands in deliberate contrast
to technology-centered approaches to IT
management and business interaction.

1. By implementing IT Service Management
in your-IT organization you support the IT
objectives of.delivering services that are
required by the business. This can’t be done
without aligning the IT strategy with the

business strategy. You can’t deliver effective -

IT services without knowing about the demands,
needs and wishes of the customer. IT services
management supports the IT. organisation to

align IT activities and service delivery, with
business requirements.

2. IT Service Management helps the IT
organisation to manage the service delivery
by organising the IT activities into end-to-
end processes. These processes have no-
functional boundaries within -the IT group.

3. IT services generally depend on several
departments, customers or disciplines. Processes
that span several departments can monitor

the quality of the service by measuring aspects,

such as availability, capacity, cost and stability.
IT Service Management matches these quality

i

aspects with the customer’s demands. ITIL .

provides a concise and commonsense set of -

processes to help with the management,

monitoring and delivering of services.

4, Align IT services with current and future
business and Customer needs. ,

5. Partner with the business to create new
business opportunities.

6. Reduce long-term cost of services, driving
down term cost of services, driving down Total
Cost of Ownership (TCO). '

7. lmprove quality of IT services.

- 8. Deliver current services consistently.
(@) Whatare the goals and objectives of
- capacity management?

Ans. Capacity Management aims to provide -

the required capacity for data processing and
storage, at the right time and in a cost effective
way. It is a balancing act. Good capacity
management eliminates panic buying at the
last minute, or buying the biggest box possible
and crossing your fingers. Both of these
situations are costly. Many data centers, for
_example, perpetually runat or below 20%
average utilization (used. capacity), over the

business day (not making any allowance for'

system types, but including file & print servers,
etc.). This is not so bad when you have a
handful of servers. But when you have

" thousands of servers, as many enterprise 1T

organizations do, these percentages mean vast’
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sums of money are being wasted. Capacity Management addresses the following issues:

e Canthe purchase cost of processing capacity be justifid in the light of business requirements,
and is the processing capacity used .in the most efficient way (cost versus eapacity)? _

o Does the current processing capacity adequately fult' Il both current and future demands
of the customer (supply. versus demand)?

o Isthe availablhty processing capacity performing at peak efficiency (pcrformance tuning)?

o Precisely when should additional capacity be made available?

e Do we know what future IT capacity is needed and when?

To implement its objective, Capacity Managemient needs a close relationship with business
and IT strategy processes. Hence, this process is both reactive (measuring and improving) and
proactive (analyzing and forecastmg} Capacity Management aims to consistently provide the
required IT resources at the rigl\t time (when they ate needed), and at the Qﬁ:. lﬂ“'
with the current and future requirements of the business. Thus, Capacny Management needs -
to understand both the expected business developments affecting customers, as well gs ddiicipating
technical developments, Tt# Capacity Management process has an xmpomm role i detenhmnhg
returns. on investment and cost justifications,

(e) Describe the various subprocesses of financial management.

Ans. Sub processes of Financial Management. Financial Management for IT Servicés eennim
3 sub-processes:

" e IT Accounting

e Charging

IT niceds of the
- business activities |

. IT plans ‘ Accounting
(including Budy.ts) : .

planned charges -

Service Level I " Financial
: Mnnagenwm | Management

' Fig. Financial Management process, v
1. Budgeting: Budgeting enables an organization to plmfutdre IT expendnture, thu$ feductng
" the risk of over-spending and ensuring the revenues are; awlable to ‘cover the pfedieted .
expenditure. Additionally it allows an organization to co 2actual costs with previously
predicted costs in order to improve the reliability of b‘udg%ng predictions. .
Budgeting methods: One of the followmg methods is sé
policy of the business:

» Incremental budgeting: Last year’s figures are used as the basis for the new budget. This
is then ad_;usted to reﬂect the expected changes.
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. -Zero-Ba-se budgcting This method
_starts with a blank piece of paper: the Zero
Base. Past experience is ignored. This requires

managers to justify all their resource needs in -

terms of costs in their budget. This means
that every expense has to be evaluated and
decided if it should be made, as well as what
the cost should be. Obviously, this method is
much more time-consumirfg, and it is thercfore
normally only used every few years. The

incremental method is used for the years in

between

Budgeting process: Budgetmg starts by

identifying the key factors that limit the growth
of the company. In' many businesses this is
the sales volume; however, it could also be a
lack of space or materials. Often, f{inancial
constraints determine the budget. This process

includes defining the following secondary.

budgets: .
~_ © Sales and marketing budget: If the sales
volume determines the budget, then the
marketing department is responsible fora large
part of the process. An accurate assessment
and analysis of the customers, markets, sales
regions, products, etc. is essential for drawing
‘up a good budget. '

e Production budget: Fhe production
budget provides detailed information about
the servies to be provided: quantities, delivery
umm, person-hours required, materials required
etc.

oAAdministrative budgets: Based on the

service to be provided, you have to deterpine .

the overhead budgets for the relevant
departments such as production, sales and
distribution, research and development, etc.
".® Cost and investiment budgets: The cost
_ budget results from thé plans in the above
budgets. The investment budget identifies the
expenditure associated with the replacement
and purchase of the means of production.
_lnveStment projects initiated in the preceding
ygar may also affect the investment budget

Budget period: The financial (fiscal) year

~ would be an obvious choice for the budget

period. For a regular comparison between the
actual and budget figures,. the budget period
is then divided into months or another regular
period, such as four-week windows.

2. IT Accounting: 1T Accounting is
concerned with the amount of money spent in
providing IT Services. It allows an organization
to perform various financial analyses to gauge
the efficiency of the IT service provision and
determine areas where cost savings can be
made. It will also provide financial transparency
to aid management in the decision making
process. Several Cost Elements can be used

‘to_control your accounting:

» Capital Costs: Any type of purchases
which would have a residual value as hardware
and building infrastructure.

¢ Operational Costs: ‘Day to day recufnng '
expenses cost like rental fees, monthly elecmcal
invoices and salaries.

¢ Direct Costs: Any cost expenses which
are directly attributed to one single or specific
service or customer. A typical example would
be the purchase of a dedicated server which
cannot be shared and is needed to host a new

_ application for a specific service or customer.

o Indirect Costs: One specific service
provision which cost needs to be distributed

-in between several customers in a fair

breakdown. A fair example is the cost associated
fo overall Local Area Network on which every
customer are connected to. Breakdown could
be done using total amount of users per customer

or total amount of bandwidth usage per

Gustomer to accurately distribute the cost of
providing this service..

‘® Fixed Costs: Any expenses established
for long periods of time like annual maintenance
contracts or a lease contracts.

One of the primary Accounting activities
is defining the cost elements. This structure is
fixed for one year, after which it can be modified.
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In most cases, a tost accounting method will.
have been selected when introducing a cost
element structure to the business. Thus, the
cost element structure should be compatible
with the methods adopted by the business. In
many cases, costs are recorded for each
department, ‘customer or product.- However,
ideally the structure should reflect the services
provided. Even when the process is not used
for charging, it is often useful to have the
cost type structure on a service structure,
such as that used in a service catalogue.

3. Charging: Charging provides the ability
to assign costs of an IT Service proportionally
and fairly to the users of that service. It may
be used. as a first step towards an IT

organisation operating as an autonomous

business. It may also be used to encourage
users to move in a strategically important
direction - for example by subsidising newer
systems and imposing additional charges for
" the use of legacy systems. 'Transparency of
‘charging will encourage users to avoid
expensive -activities where slightly more
inconvenient but far cheaper alternatives are
available. For example, a user might browse a
‘dump on screen rather than printing-it off.

Charging is the most complex of the three"

sub-processes, requiring a-large-investment
of resources and a high degree of care to
avoid anomalies, where an individual department
may benef' t from behavnour which is detrimental
to the company asa whole. Charging policy

needs to be slmultaneousiy slmple, _falr and

realistic. _

Charging need not necessarily mean money
_ changing hands (Full Charging). It may take
the form of information passed to management
on the cost of provision of IT services (No
Charging), or may detail what would be charged
if full charging were in place without
transactions actually. being applied to the
financial ledgers (Notional Charging). Notional
Charging may also be used as a way of plotting

-

Full Charging.
(6 Describe the various documents
. ™ generated by service level
management, 3
Ans. Documents gener,ted by SLM: -

1. Service Level Requirements (SLR):
Service Level Requirements cover the detailed
definitions of customer needs, and are used
to develop, modify and initiate services. Service
Level Requirements can serve as a blueprint
for designing a service and its associated
SLA(s), and may also be used as a design
assessment. ' \

2. Service Specification Sheets (Space
Sheets): Service Spec -Sheets describe the
relationship between functionality (as agreed
with the customer, therefore customer-focused)
and technology (as implemented within the IT
organization, therefore 1T-focused) and provide
a detailed specification of the service. The
Spec Sheets translate Service Level
Requirements (external specifications) into
technical definitions needed to provide the,
service (internal specifications). The Spec
Sheets also describe any links between the
SLA’s, any UC’s and any OLA's. The Spec
Sheets are an important tool to monitor
correspondence between the internal ‘and
external specifications.

3. Service Catalogue: Developing a Service
Catalogue can help the IT organization to profile
itself ‘and to present itself as an IT Service
Provider as opposed.to a mere implementer
and maintainer of technology. The Service
Catalogue provides a detailed description of
the operational services in the customer’s
language, along with a summary of the
associated service levels that the IT
organization can provide to its customers. As
such, it is an important communications tool.
The Service Catalogue can help steer customer
expectations, and in this way facilitate the
alignment process between service customers
and service providers. This document is derived
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from the external specifications in the Spec
- Sheets and should therefore be written in the
‘customer’s language, and not in the form of
technical specifications.
4, Service Lével Agrecement (SLA) A
“Service Level Agreement is an agreement
between the IT organization and the customer,
which details the service or services to be
provided. The SLA describes the services in
non-technical terms, in (me with the perception

_of the customer and during the term. of the

agreement it serves as the standard for measuring
and adjusting the 1T services. SLA’s normally
have a hierarchical structure, for example general
services such as network and Service Desk
services are deﬁncd for the organization as a
‘whole and approved by management. More
specific services, associated with the business
activities, are agreed at a lower level i the
organiz:mon, for example with the business

unit management, budget holder or customer

representative.

5.. Service Improvement Program
(SIP): The Service Improvement Program, often
implemented as a project; defines the activities,
" phase and mllestones associated with miprovmg
an AT service. .

6. Service Quality Plan (SQP) The Service
Quality Plan is an important document as it
contiiins all management information needed
to manage the IT' organization. The service

Quality Plan defines the process parameters

of the Service Management processes and
operational inanagement.

7. Operational Level Agreement (OLA): An

Operational Level Agreement is an agreement
with an internal IT department detailing the -
_ provision of certain elements of a service. Fog -

example, if the SLA contains targets for restoring
" & high priority incident, then the OLA’s should
include targets for each of the elements in the
support chain (target for the Service Desk to
answer calls, escalate, ctc., targets for Network
" Support to start to investigate and to resolve
network related'»errors assigoned to them, etc.).

OLA's support the IT orgamzauon prov:dmg "
the services.

8. Underpiniuing Contract (UC) An

_Underpinning. Contract is 8 contract with an

external provnder defining the provision of
certain elements of a service; for example
troubleshooting workstations, or leasing a
communications line. This is similar to the
external implementation of an OLA.
Q3. Attempt any FOUR parts of the following:
() Define various types of service desks.
Ans. There are several options for the
structure of the Service Desk. Common
approaches-include:

1. Ceulralized Service Desk as a single
pomtofcomactforallusers,posibb/wxﬂu

separate Service Desk close to the users for
"~ business applications (split function Service

Desk). If the IT organization is responsible both |
for providing the service (the Information

System) and supporting the use of the -
Information System then it is best if the user can
approach the Service Desk as a single point of

. ‘contuct. In that case, the IT Service 'Desk is

responsible-for call acceptance and recoding,
progress monitoring and escalation. Here, the
business operations support function is part of
the IT Service Desk or it is the responsibility of
a support eam managed by the Service Desk.
This requires a common incident recording
system. If the IT organization is not responsible
for buisness operations support, then the
business operations support desk will represent
the users wheh the IT service provider’s support :
is required. This approach can be combined with

" an operations bridge_(a physical concentration

of operational management activities, ¢.g. a
Service Desk in combination with an Operations
department) to -provide direct communication
between the Service Desk and operational
management ‘(Production, Operations), where
Production includes Network Management,
Computer Operations, etc. This direct
communication facilitates a rapid response if
there are errors that cannot be resolved
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unmedlately by the Service Desk. ldeally, the departments should bc lomted in close pmxlmuy to
User | | User st | [ User
Site | Site 2 Site 3 Site n
1 T F

Business

- Operations -}
Support Desk

. Local (dislributed) Service Desks across a number of sites. Normally, dmdmg the'
Servrce Desk across a number of sites wil make it more difficult to ‘anage. Distributed Service
Desks are split across'a number of sites, in different ‘buildings or even in different countries.
Fig. shows an example of the structure of a distributed Service Desk There is a further choice
between: .

e A ceatral point of contact - routes calls through to local'support. The central Service Desk
can serve as the initial point of contact for users and speclahze in incident recordmg Modem
call routmg software increases the effectiveness of the Sefvice Desk in resolving incidents.

e Local points of contact - with a central Service Desk to track and monitor incidents. This
approach is often used if thie local organization has its own language and culture. It is also used
when the organization has a subsumtlal number of custom applications in each line of business.

* A call center - this optron is becommg increasingly popular and is often used by
suppliers. A central telephone number, usually toll-free, provides access to a voice response
menu where the user can sclect the subject about whom they need assistance, such as e-mail
or Office applications. The call is then routed to a specialist support team. These support. teams :
may be m different geographical areas, but the user will'not be aware of this.

{ Userl |.| Usee2 | | Useen |
v Service Desk
Sitc A .
. s v
3 )
" ' aa ot a
< Centralized w

[(User2_} 2 B2I Service Desk E g User 2
User n ‘g . Usern

Service Desk

Site C.

[ -Userl—]L User2 | [ Usern |
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3. Virtual Scrvice Desk where the location
is immaterial due to the use of communications
technology. A modern, specialized version of
the distributed Service Desk is the virtual

Service Desk. This consists of a number of _

local Service Desks, which appear to form one
unit as modern telecoramunication technology
~ and networks make the location immaterial.
The Service Desk and support can now be
located anywhere. Using a number of sites in

- different time zones around the world (‘follow

the sum support’) support can be provided
around the clock. The disadvantage of a virtual
- Service Desk is that it is more difficult 0
- provide on-site support. Lately, we have seen
“*self-help’ as a form of providing ‘automated’
Service Desk functionality. Self-help in the fonn
of, for instance, web access to the knowledge
.database (look for known crrors) and incident
recoeds (check -status, etc.) is an important
option to reduce cost and empower the end
user community.

- () What are the objectives and benefits

of configuration management?

" Aus, Configuration management (CM) is a
field of management that focuses on establishing
" and maintaining consistency of a-system’s or
product’s performance and its functional and

ysical attributes with its requirements, design,
““and operational information throughout its life.
~ For informatin assurance,

CM can be defined as the management of
. security features and assurances through
control of changes made to hardware, software,

firmware, documentation, test, test fixtures, and

test documentation throughout the life cycle
of an information system.

The goals of conﬂguntion manngement
are:

e Account for all the IT assets and
configurations wuhm the orgamzauon and its
services.

o Provide accurate information or
configurations and their documentation to
support all the other Servnce Management
processes.

e Provide a sound basis for lncldcnt‘
Management, Problem Management, Change

Management and Reledse Management. .

® Verify the conﬁguratibn records against
the infrastructure and correct any exceptions.

Advanuges:. _

1. Managing IT componeats: The IT
components are essential to the delivery of IT

" services. Each elemerit of the IT services will

include one or more CI's and Configuration

"Management checks what happens to them.

2. High quality IT services: Cb‘nﬁguration
Management assists with processing changes,
identifying and. solving .problems and

. supporting users. This reduces the number of

errors and therefore also reduces costs by
preventing duplication of effort.

3. Effective problem solving: Configuration

. Management assists with localizing the affected

Cl’s ‘and manages the modification and
replacement of the Cl's. Configuration
Management also provides information about

trends as an input to Problem Management.

4. More rapid processing of
changes: Configuration Management facilitates
rapid and accurate impact analysis so changes

can be processed more qulckly and more
effectively.

5. Better control of sotware and hardware:
The rollout of packages can be combined,
possibly also with hardware rollouts, such that
the whole combination can be tested in advance.

. 6. lmproved security: Managmg the
versions used provides information about the
authorized changes to CI's and the use of
different software versions. Information from

- the CMDB can also assist with momtormg

licenses.
7. Complhnce wmn legal requlremenls.

~ lllegal copies will be identified when audit

results are compared with the CMDB. This

can bring extra benefits because illegal software

can contain viruses. In this way Configuration
Management can prevent the introduction of

- viruses into the organization.

-8 More precise expendituré planning: The
CMDB can provide information about
inaintenance costs and contracts, hcenses and
expriation dates.
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9. Better support for Availability

Management and Capacity Management: These

. processes depend on correct configuration

details for analyzing and planning services.
10. A solid foundation for IT Service
Continuity Management: If there is a backup
copy of the CMDB in a safe place, it can play
an important part in restoring services after a
disaster. The CMDB is also esséntial in
- identifying the ClI’s requirement for disaster

recovery, including the relevant prooeduns'

and the manuals if they are ‘included in the
‘CMDB.

(c) What are the varions lnputs, ontputs
and . activities
management?

Ans. Usually as part of the wider
management process in private organizations,
incident management is folloWed by post-

_incident analysis where it is determined why
the incident happened despne precautions and

controls. This information is then used as’

feedback to further develop the security policy

and/or its practical implementation. In the USA, -

the, National Incident Management System,
developed by the Department of Homeland
Security, integrates effective. practices in

_emergency management into a comprehensive
national framework. Fig. shows the entire
incident management procedure, showing the

. goal, inputs, outputs etc. of the incident
. management process. '

The various activities are:

¢ Incident acceptance and Reeording’.

incident is detected or reported and an incident |

_ record is created.

o Classification and Inltial support: The
incident is coded by tape, status, impact,
urgency, pnomy, SLA, étc. The user may be

. given suggestions to ‘solve or work around

the issue, even if only temporarily.
if the call concerns a Service Request the
relevant procedure is initiated.

' o Matching: A check is made to see if the
incident is known, and passibly related to an
existing incident, problem or known error and

-if there is a solution or a workaround.

"»_Investigation and Diagnosis: If there is

incident -

no known solution then the incident .i'!
investigated.

o Resolution and Recovery. Oncc the
solution has been found, the issue can be
resolved.

e Closure: The user is asked if they are
satisfied with the solution an then the mcndent _
can be closed.

* Progress monitoring and traddng: The
entire incident cycle is monitored, if it appears
that an incident cannot be resolved in time or
with the current level of expertise, then
escalation will occur. -

(@ Describe the problem control. ind
error control processes in problem
management.

Aus. Problem Coatrol: This activny is
responsible for identifying problems and
investigating their root cause. The imperative
of Problem Control is to turn problems intd
known errors by identifying the underlying
cause of the problem and identifying a

. workaround. Problem Control actwmes are
: shown in figure.

Problem
Identification
and recording

(__J Problem

clasﬂﬁcwon

Problem
Investigation
and diagnosis

< Tracking and monitoring of Errors

RFC and Problem
- resolution
and closure

. (En'br control)

Error Congrol:  Error control consists of
monitoring and managing known errors until
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wgpgssfully resolved, where possible and appmpngte ‘Ervor control does this by
raismg a Request For Change to Change Management, and by evaluating the changes in a Post-
lmplemenmtlon Review (PIR). Error Control monitors all known errors from their identification .
through resolution. Error Control may involve many departmems and covers both the production
and development environments.

(Problem eomol) .
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~ (¢) What are the benefits of an emcnent storage managcneat? :
Ans. The boneﬁts of effi cnent storage management' are:

Featwres | . " Benefits- 4 .
Backup and Rccovery Centralized protection based on smart-move and smart store
. Management e ‘technology leading to faster backup and restores with less
' : ‘network and storage . resources needed. . :
Hierarchical Storage Ability to automate critical processes rehtmg to the media
«quagem;nt on which data is stored while ‘reducing storage media and
' admmlstnmve costs associated with managlng data. ,
Archive Management ~ Ability to easily protect and manage dqcnments that need to
. " be kept for a cerpain period of time..
Advaneed Data ~ Reduces mecosuofdammenvﬁommulreqnmmm
A deucnon } . and admmistratlon '

(l) wm do you mean by duaster recovery procm? Write down the various steps in

- disasigy.recovery process.
» Aqs. Risaster Recovery refers to the set of techmcal measum and ommsational procem-
mwwmsystems,dataand lnﬁnsuucwmsnecessarytomumcbusi;mopenﬁons :
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following a severe disruption.
‘The purpose behind Disaster Recovely is

to ensure business continuity, Le. the abjlity

of a company to continue to.gperate its business
after catastrophic events. |

To accomplish this, systems, and business
data are typically backed up and stored at a
secondary site 5o that, in the event of a disaster

. (earthquake, flood,; terrorist attack; etc.) that,

renders the primary site’ ‘unusable, operations
embemumedassoonaspombleatthc
secondary site, with the least amount of data
loss ‘passible.

The following diagram gwes a high Ievel‘.

mcudenc managemmt and DR invocation flow:
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L
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Kormal w ics Perfona Disier i3 3 doewlod in the
sl w e A0 - Rexover Acitics mzmvyﬂ:l
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- The main steps for effective Disaster
Recovery Process are as follows: .
Step 1: Risk Analysis: The first step it

drafting a disaster recovery plan is conducting

‘a thorough risk analysis of 'your computer
- systenis. List all the possible risks that threaten
system uptime and evaluate how imminent they

- or high.

wht i the mngart 0 the st

are in your particular IT shop. Anything that

can cause a system outage is a threat, from
relatively common man made threats like virus
attacks and accidental data deletions to more
rare natural threats like floods and fires..
Determine which of your threats are the most
likely to occur and prioritize them using a

simple system: rank egch threat in two

important categoties, probablhty and impact.
In each category, rate the nsks as Iow, medium

Focexunple.asmall lntemeteompnny(l&ss

. than 50 employees) located in California could

rate an earthquake threat as medium probability

"and high impact, while the threat of utility

failure due to a power outage could rate high
probability and “high impaét. So in this
company's risk analysis, a power outage would
be a higher risk than an' earthquake and would -

‘therefore be a hugher priority in the disaster
recovery plan. T

= Step 2: Esublﬁh the' Budget. Once you

 have. figured out your risks, ask ‘what can we

do to suppress them, and how much will it
cost?” Can | detect a threat before it hits?
How do 1 reduce the potentiat of it occurring?

‘How do t minimize its impact to the business?

For example, our smali California Internet
company.could emplpy an emergency power
supply to mitigate its power outage threat and

- have all its data backed up daily on RAID
tapes, which are.stored at a remote site in

case of an carthquake. The more preventative
measures you establish upfront the better

‘Emerson says, “dollars ‘spent in prevention

are worth more than dollars spentin recovery.
The results. of Step .} ‘should. be a
comprehensive list of possible threats, each
with its correspondmg sojution.and cost. It is
imperative that IT present all of these threats
to the business operations units, so they can . .

‘make an mformed decision regarding the size -

of the disaster recovery budget (i.e., which
risks the company camafford to.tolerate and
which it must pay to mmgate) Ultimately, the
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business operations unit decides which threats
the business can tolerate. Disaster recovery
. budgets vary from company to company but
they. typically run between 2 and 8 percent of
the overall IT budget. Companies for which
system ‘availability is crucial usually are on
the higher end of the scale, while companies
that can function without it are on the lower
end. However, these percentages may be too
small. : ‘

Step 3: Develop the Plau: The feedback
from the business units will begin to shape
your DRP procedures. If, for example, they
determine that the company must be up within
48 hours of an .incident to stay viable, then
you can calculate the amount of time it would

take to execute the recovery plan and have

the business back up in that timeframe. The
recavery procedure should be written in a
detailed plan or “script™. Establish a Recovery
Team from among the IT staff and assign specific
“recovery dutics to each member. The manner

in which your team conducts its recovery .

probably ‘will be no different than its regular

- production procedures: the chain of command

likely won’t change and neither will the aspects
~of the network for which each member is
responsible.

Stcp 4: Test: Once your DRP is set, test .

it frequently. Eventually you’li need to perform
a component-level restroation of your largest
databases to get a realistic assessment of your
recovery procedure, but a periodic walk-through
of the procedure with the Recovery Team will
assure that everyone knows their roles, Test
the systems you are going to use in recovery
regularly to validate that all the piece work.
Always record your test results and update
the DRP -to address any shortcomings.
Q4. At(empt any FOUR parts of the following:
(4x5=20)
(a) Why is the need for sécurity policy
felt in an organization? What are

the various components of securlty _

policy?

Ans. A secpyrity policy is a formal statement
of the rules through which people are. given
access to an organization’s technology, system
and information assets. The security policy.
defines what businéss and security goals and
objecnves managcment desires, but not how
these solutionis are engineered and implemented.
A security policy should be economically
feasible, understandable, realistic, consistent,
procedurally tolerable, and also provide
reasonable protection relative to the stated
goals and objectives of management. Security
policies define_the overall security and risk
control ob_lpctivw that an. orgnmutlon ‘endorses.

Basic Purpose of Security Policy: The
primary purposé of a secunty policy is to
infortn _users, staff, and manngers of those
essential requirements for protecting various
assets including people, hardware, and software
resources, and data assets. The policy should
specify the mechanisms through which these
requirements can be met. Another purpose is
to provide a baseline from which to acquire,
configure, and audit computer systems and
networks for. cqmphance with the policy, This
also allows for the subsequent development
of operational ‘procedures, the establishment
of access control rulesand various application,
system, network, and physical controls. and
parameters. A security palicy. should fulfill many

. purpose, It should:

e Protect people and information. - |
* Set the niles for expected behaviour by
users, system admnmstrators, management and

security personnel.

* Authorize security personnel to momtor,
probe, and investigate. = ',-‘

¢ Define and authorize the conséquences

ot' violation.

¢ Define the company consensus baseline
stance on security.

* Help minimize risk. |
¢ Help track compliance with regulations
and legislation, :
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“Information security_policiés provide a
framework for best practice that can be followed
by all employees. They hejp'to ensure risk is

minimized and that any security incidents are’

effectively responded to. Information security
policies will also help tum staff i into participants
“in ‘the company's efforts to secure its
information_assets, and the process ‘of
developing these poiicies will help to define a
company 's information assets. Information
security pohcy doﬁnes the Orgamzatlon s
attnudc to. mformatlon, ‘and ‘announces
m&emolly and extemally that information is an
asset, the | property of the organization and is
to. be protected from unauthorized access,
modification, disclosure, and destruction..
Components ol‘Security Policy: Followmg
are the basic components of a security policy:
e Purpose includes the object:ves of the
program, such as:
. lmproved recovery times

. Reduced costs or downtime due to "

loss of data  -.
: o Reduction in errors for both sysiem
changes and operwonal activities
) Regulatory compliance’
e Mtnagement of overall confi-
dentiality, integrity and availability
o Scope provides guidance on whom and

" what are covered by the pohcy Coverage may -

include:
o Facilities
& Linés of business
. Employees or departments
. Technology
® Processes
o Responsibilities for the implementation
and management of the policy. are assigned in
this section, Organizational units or npdmduals
are potential assignment candidates.
- o Compliance provides for the policy’s
-enforcement. Describe oversight activities and
Gisciplinary considerations clearly. But the

contents 6f this section are meaningless unless .

_an effective awareness program -is in place.

() What is firewall? Discuss the various
basic types of firewall.

Ans. . A _ Firewall disrupts free
communication between trusted and un-trusted
networks, attempting to manage the information
flow and restHct dangerous free access.

 There are numerous mechanisms employed
to do this, each one being somewhere between
completely preventing packets flowing, which
would be equivalent to completely disconnected
networks, and allowing free exchange of data,
which would be equivalent to having to Firewall.

Types of Firewall: There are a number of

different kinds' of technique which may be

employed by a Firewall in order to correctly

identify a conversation and act on it. The

techniques used by a particular Firewall have

an impact on the accuracy with which it can
identify traffic, the level of sophistication of

the checks it can implement, but also it's

complexity and therefore cost and likelihood

that it incorporates bugs.

" 1. Packet Fiiter: The network level
operations corresponding to the security policy
above were actually an example of a siniple
packet filter. A Firewall implementing a packet
filter looks at one packet at a time, and considers
it in isolation in order to make a forwarding
decision. Becuase of the way that a packet

filtering firewall works, it can implement a
- restricted .range of filtering decisions.

2. 'Stateful inspection: It takes the basic
pringiples of patket filtering and adds the

" concept of history, so that the Firewall corisiders

the packets in the context of previous packets.
So for example, it records when it sees a TCP

"SYN packet in an internal table, and in many
. implementations will only allow TCP packets

that match an existing convertation to be
forwarded to the network. '

l (®) Write short ootu on the following:
(i) Identity Management )
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(ii) Access Management

Ans. (i) Identity Management: Identity
management is the ‘management of the jdentity
fife cycle of wnm(wbjects or objects). Identity
management -is multidisciplinary and covers
many dimensions such as: '

e Technical. With |dentxty management
systems.

e Legal. Such as legnﬁlatlon for data
protection.

e Police. For msunce for dealmg mth
identity theft. -

o Social and lnmlnity Dealing wnth

issues such as privacy

o Security. .With elements such as
--access control.
e Organiullons.
' ldentity Manggement or IDM is a term
" related to how humans are identified and
authorized actoss computer networks. It covers
issues such as how users are given an identity,
the protection -of that identity and the
technologies supporting. the protection such
as network protocols, digital certificates,

passwords and so on. The term digital identity -

is often used it refers to Personal identifying
information (PH) selectively exposed over a

While the term management reqinms listle

explanation, the term identity is a more abstract
concept that will always be difficult to define
in a way that satisfies everyone. It is a concept
that is fluid and contextual depending on a
number of factors including culture. Thus the

term management is appended to “identity” to

indicate that there is technological and best
_practices framework around a. somewhat

intractable philosophical concept. Digital °

identity can be interpreted as the codification

- ofidcmry names and attributes of a physu:al

instance in a way that facilitates processing.
In each organisation there is normally a role
or department thu is responsable for managing

" the schema of digifal identities of their staff

and their own objects, these represented by
object identitics or-object identifiers (OID).

" e IDM provides signiﬂcantly greater:
opportunities to online businesses beyond the
process of authenticating and granting access
to authorized users via cards, tokens’ and web
access control systems.

o User-based IDM has started 0 evolve
away from usérname/password and web-access
control systems toward those that embrace
preferences,. puenul controls, entitlements,
policy-base routing, presence und loyalty
schemes. '

o IDM provides the focus 1o deal with ,
system-wide data quality and integrity issues
often-encountered by frngmented databases
and workflow processes.

o IDM embraces what the user acunlly
gctsmtemsofpmductsandservneulnd
how and when they acquire them.

. ﬂmrom,lDMapplmtod\epmduw '
and semces of an organization, such as health, .
media, insurance, travel. and - govemment \
services.

. ltlsalsoapphcabletomeansbywhlch
these products and services are provisioned
and nssignedto(orremoved ﬁ'om) “entitled™
users.

. lDMandehversmgle-cmtomviews
that include the presence and location of the

- customer, single products‘and services as well

as single 1T infrastructure and network views
to the respective parties.

(ii) Access Managenent. Access
management is a simple concept. Every business
‘has information that needs to be protected
from unauthorized disclosure. To protect .

"information, companies define policies that

govern ‘'who can access specific classes of
business and/or personal information. For

_ example, if a_manager seeks to #ccess the

salary of a subordinate, they should have
authorization to do 3o, however, they should
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not be authorized to access the same

information about a chief executive.

e Access Management software has a

‘simple goal. It allows the human who previously
acted as a guardian of sensitive information
to be removed from the prooess without loss
of access control.

e This sounds simple, but most
businesses are struggling with the

implementation of access management as they .

integrate and extend their applications.
o This is because machines cannot

classify information or make access decisions

unless they are explicitly programmed wnh
algorithms to' accomplish this.

¢ It bécomes necessary to insert software
guards into your applications.

e. The access policy used by software
guards is often coded directly into the business

application (typically requiring new database .

tables and/or directory ‘infrastructure).

e When access policy or audif
requirements change, application software must
be modified, tesied and redeployed.. .

o - Additionally, when access policy needs
to be examined or applications audited for
conformance a code review is required.

Often, individuals are granted access to
business applications using operating system,
database and/or network “access control”

» mechanisms. That is, the application has no.

responsibility for access management;
application access is controlled by the runtime

infrastructure. Increasingly, however, existing:

applications are being integrated and/or
extended to an expanded base of end-users
by leveraging technologies that bypass or tunel
through operating system and network secunty
These modemized applications not only steward
business and personal information, (liey also

span technology boundaries (e.g. the Web,
. J2EE, JMS, CORBA, RDBMS). it may be

impossible for existing security infrastructure
(not designed fpr multi-tier access) to maintain

and communicate the identity of the user
through each technical tier, making it impossible
to leverage existing identity-based access
control mechanisms. lnfact,emergmgidenﬁty
management standards only address sharing
identity in the e-business (i.e. “Web”
technology) domain. Integrated business

. applications, however, are increasingly being

held responmble for user and access
management in service-oriented architectures
that span technology boundaries to dcllver
functionality.

This is because the focus of security
infrastructure (and. associated security
organizations) has been on protecting networks

“and operating systems, not applications. This

is understandable. Overwhelmed with attacks
on their networks, corporate security groups
have no resources available to assist with
deployment of a security infrastructure for
application-level security (often chu.deﬁud
as. fine-grain access control). “
Application security, therefore, must
address any security-related requirements not
provided by the runtime security infrastructure.
In the areas of access management, any

- requirement to restrict the:

(a) usage of application features or
(b) access to business and personal

_ information, is part of “application security”.

Q.S.  Write short notes on any two of the
. following: \ (2x10=20)
" (3) Computer Forensics :
@ Cyber Crimes .
(c) Electronic Commerce -

Ans. (a) Computer Forensics: Comptuer
forensics is a branch of foremsic science
pertaining to legal evidence found in computers
and digital storage mediums. Computer
forensics is also known as digital forensics. .
The goal of computer forensics is to explain
the cuirent state of a digital artifact. The temy
digital artifact can inclue a computer system,
a storage medium (such as a hard disk or CD-
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ROM), #n éiéctronic document (e.g. an email
‘message or JPEG image) or even a sequence
of packets moving over a computer network.
The explanation can be as straightforward as
“what mformatlon is here?” and as detailed as
“what is the sequence. of events responsible
for the pment situation?” The field of Computer
Forensncs also has sub branches within it such
as Firewall Forensies, Databme Forensics and

Mobile Devnee Forenslcs. Speclal measures

- should be taken when conducting a forensic

nwesﬂgagion ifit s desired for the results to. -
bemedinaconrtoflaw Qneofthemost'
important. measures is to assure that the -

~ evidence has -been accurately collected and

that there is a clear chain of custody from the-

scene of the crime to the investigator--and
ultimately to the court. In order to comply
with the need to mammn the integrity of digital
evidence, British examiners comply with. the
Association of Chief Police Officers (A.C.P.O.)
guidelines. These are made up of four pnncxpl&s
as follows:

.Prlnciple 1. No action taken by law.

enforcement ‘agencies or. thexr agents should
changé data held 6n a computer or storage

media whlch may subsequently be relied upon

in court. _

Princip!e 2. In exceptional cnrcumstances,
where a finds it necessary to access
originai data held on a computer or on storage
media, that persoa must’ be competent to do
so and be able to give evidence explaning the
relevance and the implications of their actions.

Principle 3, An gudit trail or other fecord

of all processes applied to computer based

electronic cvndence should be created and

. ptmnled An mdependent third party should
be able to exarnine those processes and achneve
. the same result. - =

Princlple 4, The pelson m charge of the
investigatino (the case officer) has overall
responsibility for ensuring that the law and
these principles are adhered to. -

There are many apphcatlons of computer
forensics:

» In legal cases, computer, forensnc
techmques are frequently used to analyze
computer systems belonging to defendants
(in criminal cases) or litigants (in civil cases).

e To recover data in the event of a

. hardware or software failure,

e To analyze a computer system after a

- break-in, for example, to determine how the

anacke;_ pined #ccess, and: what the attacker

’ dld.

*To gather evrdenee agamstan employee
that an organization wishes to terminate. -

* To gain information about how computer
systems’ work. for the purpose of debugging,
performance optimization, or reverse-
engineering. .

(b)CyberCrina 'meterm cyberemnc

“is'a misnomer. This term has nowhere been

defined in any.statute/Act passed or enacted
by the Indian Parliament. The coricept of cyber
crime is not mdncauy different form the concpet
of conventional crime. Both include conduct
whéther act or- omnss:on, which cause breach
of rules of law and counterbalanced by the
sanction ofthe state. Cyber crime is the latest
and perhaps the most complicated problem in
the cyber world. “Cyber crime may be said to _
those species, of which, genus is the

- conventional cime, and where ecither the

computer is an object or subject of the conduct
constituting crime.” “Any crimina) activity that
uses a computer either as’ an instrumentality,
target or a means for further crimes
comes within the ambit of cyber crime.” A

generalized definition of cyber crime may be

“unlawful acts wherem the computer is either

,a tool or target or both" “The computer may

be used as a tool in the. following kinds of
activity-financial crimes, sale of illegal articles,
pornography, ‘online gambling, intellectual

property crime, e-mail spoofing, forgery, cyber -
dcfamatnon, cyber stalkmg The computer may
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however be target for unlawful acts in the

following cases-unauthorized access to

computer/computer system/computer uctworks,

theft of information contained in the clectronic
form, -e-mail bombing, data didling, salami
attacks, logic: bombs, Trojan attacks, internet
“time_thefts,” web jacking, theft of computer
‘system, ph_ysucal_ly damagmg the computer
‘system.” -

" o Unauthorized access to’ computer

systems, or networks/Hacking: This kind of

offence is normally referred as hacking in the
generic sense. However the framers of the
information technology act 2000 have no where
used this term so to avoid sy confusion we
~ would not interchangeably use :ise word hackmg‘
for ‘ynauthorized access’ as the latter has wide
connotation.
" o Theft of inl‘ormataon contained in
electronic form: This includes. information
stored in: computer hard disks, removable

storage media etc. Theft may be either by
) approprlatmg ‘the data physically or by
tampering them through the virtual medium.

e Email bombing: This kind of activity.
refers to sending large numebrs of mail to.the .

victim, which may be an individual or a company
- or even mail servers there by ultimately resultmg
into crashmg

¢ Data diddling: This kmd of an attack
infolves altering raw data just before a computer
processes it and then changing it back after

the processing is completed. The electricity

board faced similar problem of data diddling
' while the department was being computensed

- o Salami attacks. Thls kind of crime is

normally prevalent in the financial institutions
or for the purpose of committing financial crimes.

An important feature of this type of offence is °

that the alteration. is so small that it would
. normally go ungoticed.

¢ Denial of Service attack: The computer

“of the victim-is flooded with more requests

than it can handle which .cause it to crash,

also a type of denial of semce attack in which
the offenders are wide in numebr and
widespread. E.g. Amazon, Yahoo.

s Virus/worm -attacks: Viruses are
programs that attach themselves o a computer

or a file and then circulate themsclm to other

files and' to other computers on a network.
?They usutlly affect the data on a computer,
either by altering or deleting it. Worms, unlike
viruses do' not need the host to- attach.

(c) Electronics Commerce: Electronic
Commerce, commonly known as (electmnic
marketing) ¢-commerce or a cCommerce,
consists of the. buying snd selling of pmpducts
or services over electroms: systems such as
the Internet and other computer l)etworks
Electronic cominerce is doing business anline.
It is about using the power of' dlglta! mﬁ)mmnon
to understand the needs and prpfemwes of-
each customer and each- partner to-customize

~products and services for them, and &hen to

deliver the ‘products and services as qpickly

~ s possible. Perwng}tud, autmmted services

offer. busmesse; the. potentiai to increase
reveues, lower cpsts, and es;ahl}sh and
strengthen customer and partner rohtionshnps.

"To achieve these benefits, mapy ‘companies

today engage in: electmnlc commeyce for direct
marketing, selling aind customer.service; online
banking and billing; secure distrjbution of
information; value chain tmdmg, and corporate

. purchasing Although the benefits of electronic

commerce systems.are enticing, developing,
deploymg, many cqmpanles will need to .
reengineer their busmess processes cp maximjze'
the benefits of electronic commierce. An
electronic commerce strategy should help deliver.
a technology platform, a portal for online
services, and a prpfessnonal expertise that
companies can levprqge to adopt 1 vew ways of
doing business. An e-eommeme lat sl;ou
be the foundatlon of tephnologies and products
that enable and support electronlc commerce.
With it, businesses can develop low-cost, hlgh
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value commerce systems that are esy to grow as business grows. An e-commerce platform'’s
breadth should also’ be unmatched, ranging from operating systems to application servers, to
an application infrastructure and development tools, and to a development system. Portals are
the crossroads of the Internet, where consumers gather and where businesses can connect with
them. Indepndent software vendors (ISVs) have created specialized commerce software components
" that extend the platform. The consumer moves through the internet to the merchant's web side.
From there, he decides that he wants to purchase something, so he is moved to the online
transaction server, where all of the information he gives is encrypted. Once he has placed his
orde,r the information moves through & private gateway to a Processing Network, where the
. issuing and acquiring banks complete or deny the transaction. This generally takes place in no

more than 5-7 seconds. There are many different payment systems available to accommodate
the varied processing needs of merchants, from those who have a few orders a day to those
- who process thousands of transactions daily. With the addition of Secure Socket Layer technology,
" eCommerce is also a very safe way to complete transactions.
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